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Accessing User Management 

2. Click on Manage Users 
in the drop down menu 

Overview of the User Management Page  

The Users column shows how 
many users are inside a group 

Click on the pencil icon beside 
a group to rename the group 

Click on the shield icon 
beside a group to set 
permissions for the group 

Click on the X icon 
beside a group to 
delete the group 

Click on the + icon at the top 
of the Groups table to create 
a new group 

Each user has a green or gray dot beside their name.  Green 
means the account is enabled, Grey means it is disabled.  
Click the dot to switch between enabled and disabled. 

The Group column shows 
which group the user is in 

Click on the lock icon beside a user 
to change the user’s password 

Click on the X icon 
beside a user to 
delete the user 

Click on the pencil icon 
beside a user to edit the 
user’s information 

Click on the + icon at the top of the 
Users table to create a new user 

1. Click on the  
D-WEB button 
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Creating a New Group 

1. In the User Management 
page, click on the green + 

2. Type a name for the group in 
the Group Name text box  
(Must be at least 2 characters) 

3. Click on the Create button 

4. Once the group has been 
created,  you can set 
permissions for the group. 

 
See Step 2 of Changing Group 
Permissions on the next page 
for more information about 
setting permissions 

Changing Group Permissions 

1. Click on the shield icon 
beside the group you wish 
to change permissions for. 

If checked, this will set the 
group’s permissions to be 
assigned per Division (instead 
of per station). 

If checked, this will allow users 
in the group to modify their  
E-Mail/Text Alert subscriptions. 
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3. Click on the Save button 
to save the permissions 

When you select Allow Access 
for a site, checkboxes appear for 
the access rights of that site. 

2. Click on the checkboxes that correspond 
with the level of access you wish to grant 
to users in this group, for each station, or 
click on Allow Access under All Sites to 
set permissions for all sites at once. 

When you select Allow Access for All Sites, 
checkboxes appear for the access rights of 
all sites, and the individual sites disappear. 

Click on the button below the 
column name to check/uncheck 
the permission for all stations. 

Permission Levels 

Allow Access Allows the site to be visible to users in this group 

EDI Data Allows users to view data from the EDI device installed on the site (if applicable) 

Change EDI Settings Allows users to change settings on the EDI device installed on the site (if applicable) 

Poll Site Allows users to attempt to refresh the site’s data on demand 

Command History Allows users to see the history and status of setting changes and site polls that have been 
issued through D-WEB.  If users have access to make changes, but do not have access to 
the Command History, they will only be able to view their own commands.  

EFM RTU Data Allows users to view the current Data from the Eagle EFM/RTU Unit  

Change EFM RTU Settings Allows users to change settings on the Eagle EFM/RTU Unit  

EFM History Allows users to view the EFM history (if applicable)  

Alarm History Allows user to view the RTU alarm history 

EDI Event Log Allows users to view the EDI Event Log (if applicable)  

EDI Interval Log Allows users to view the EDI Interval Log (if applicable)  

Tank History Allows users to view the Tank History (if applicable)  

Setup Alarms Allows users to setup DWEB Alarms such as Low Hourly Volume and High RTU Tank Levels  

E-Mail Alerts Allows users to receive e-mail/text alerts when certain alarms occur  

Site Properties Allows users to view the site properties page 
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Renaming a Group 

1. Click on the pencil icon beside 
the group you wish to rename 

2. Replace the current name in 
the Group Name text box, with 
the new name (Must be at 
least 2 characters) 

Deleting a Group 

2.  Click on the X icon beside the 
group you wish to delete 

3.  Click on OK to confirm that you 
really want to delete the group 

1.  You must remove all users from a group 
before that group can be deleted! 
This can be done by either changing the 
users’ group (see Editing a User / Changing 
Groups on Page 6) or deleting the users 
(see Deleting a User on Page 7). 

If checked, this will set the 
group’s permissions to be 
assigned per Division (instead 
of per station). 

If checked, this will allow users 
in the group to modify their  
E-Mail/Text Alert subscriptions. 3. Click on the Save button 

to save the new name 



D-WEB Administration Manual - User Management 

5 

Creating a New User 

1. Click on the green + beside Users 

3. Select a group for the user 
(Administrators have full 
access to all devices and 
user management) 

7. Click Save to Create 
the New User 

If checked, the user will be 
able to change their 
password.  (Uncheck if 
creating a shared account) 

6. If you choose to set the user’s password, these text boxes 
will appear.  Type the desired password into the Password 
text box and again into the Confirm Password text box. 
 
(Must be at least 4 characters and not the same as the 
username) 

2.  Type the desired Username 
into the Username textbox 

4. Type the user’s e-mail 
address (optional) 

If checked, this will require the 
user to change their password 
the first time they login 

5. Check this box if you wish 
to set the user’s password, 
otherwise the temporary 
password shown will be 
used. 

If checked, this will include the 
password in the registration e-mail 

If checked, this will send the 
user information to the e-mail 
address above (if entered) 

For improved security, user 
accounts typically expire when a 
user has not logged on for 90 
days.  If checked, this will prevent 
the user account from expiring 
due to inactivity. 

This indicates the strength of the typed password  
(The stronger a password is, the more secure it is) 
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Editing a User / Changing Groups 

1. Click on the pencil icon beside 
the user you wish to edit 

To change the username, type a new 
Username into the Username textbox 

If checked, this will require the 
user to change their password 
the next time they login 

If checked, the user will be 
able to change their 
password. (Should not be 
checked if this is a shared 
account) 

To send alerts to the user’s  
e-mail, type the e-mail address 
into the Alert E-Mail textbox To send text message alerts 

to the user’s cell phone, 
select their provider and 
type their phone number. 

2. When done making changes, 
click Save to save the changes 

Enabling and Disabling Users 

Each user has a green or gray dot beside their name.  
Click the dot to switch between enabled and disabled. 

Grey means the account is 
disabled, meaning this user 
cannot login to the website 

Green means the 
account is enabled 

To change the user’s group, 
select a different group from the 
drop down box (Administrators 
have full access to all devices 
and user management) To change the user’s e-mail 

address, type the new address 
into the E-Mail textbox 

If checked, this will prevent the 
user account from expiring due 
to inactivity. 
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Deleting Users 

1.  Click on the X icon beside the 
user you wish to delete 

2.  Click on OK to confirm that you 
really want to delete the user 

Changing a User’s Password 

2. Check this box if you wish 
to set the user’s password, 
otherwise the temporary 
password shown will be 
used. 

1. Click on the lock icon beside the user 

3. Type the new password 
into the Password text box 
and again into the Confirm 
Password text box. 

(Must be at least 4 characters 
and not the same as the 
username) 

This indicates the strength 
of the typed password  
(The stronger a password 
is, the more secure it is) 

4. Click Save to save the new password 

If checked, this will require the 
user to change their password 
the first time they login 

If checked, this will send an e-mail 
to the user with the new password 
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Accessing E-Mail Summary Reports 

2. Click on E-Mail Summary 
Reports in the drop down menu 

Overview of the E-Mail Summary Reports Page  

Click on the user icon to 
select recipients for a report 

Click on the table icon to 
select data items for a report. 

Click on this envelope icon 
to send a report manually 

Click on the X icon 
to remove a report 

Click on the pencil 
icon to edit a report 

Click on the gear icon beside to select stations 
for a report.  (This icon will not appear if 
“Include All Stations” is checked.  See 
Creating/Editing a Summary Report on page 9) Click on the + icon to 

create a new report 

Click on this envelope 
icon to send a 
preview of the report 

1. Click on the  
D-WEB button 
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Click on the pencil 
icon to edit a report 

Click on the + icon to 
create a new report 

Creating/Editing a Summary Report 

Leave blank 
for no header 

Disabled: Report will not 
be sent automatically 
Daily: Report will be sent 
daily at the set time 
Monthly*: Report will be 
sent monthly at the set 
time on the selected day 
of the month  
Weekly: Report will be 
sent weekly at the set 
time on the selected day 
of the week. 

Internal Name (not seen 
anywhere in  the report) 

Sort Stations by Name or Site ID 
(if blank stations will appear in the 
order they were added to D-WEB) 

Select what time the E-Mail should be sent 
(all times are at 30 minutes after the hour to 
make sure the site data has been updated)  

If checked, the report will include all stations 
assigned to the company.  
If not checked, stations must be manually selected  
(See Assigning Stations to a Report on page 10). 

If checked, the Site ID will appear 
beside the Station Name. 

If checked, the e-mail will be sent in HTML and 
Text.  HTML allows special formatting such as 
Red and Yellow highlighting of alarms.   
If unchecked, the e-mail will be sent in Text Only. 

When finished, 
click Save to 
save the report 

* If the selected day is greater than the number of days in a given month, the report will be sent on the last day of the 
month.  For example: If the selected day is the 31st, and the current month only has 30 days, the report would be sent 
on the 30th. 
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Assigning Stations to a Summary Report 

Click on the table icon. 

Click on the gear icon.  If this icon does not appear, then all stations in the company are 
included in the report.  (To change this, see Creating/Editing a Summary Report on page 9) 

Selecting Data Items for a Summary Report 

Click the + icon to add the selected station to the report 

Click the X icon to remove a station from the report 

Select a station from the dropdown box to add to the report 

Click the Back button to go back to the main E-Mail Reports page 

Click the + icon to 
add the selected 
item to the report 

Click the X icon to remove 
an item from the report 

Click the Back button to go back 
to the main E-Mail Reports page 

Select the source for 
that data item from the 
second dropdown box.  
See Data Sources on 
the right. 

To reorder the data items, 
move the mouse cursor to 
the item desired to be 
moved.  Then hold the 
mouse button down while 
dragging the item to the 
desired location.  Release 
the mouse button to drop 
the item into its new 
location. 

Click the magnifying glass 
and clock and icons to 
toggle data sources  
(if another data source is 
available).   
See Data Sources below. 

Select a data item to add 
to the report from the first 
dropdown box 

Data Sources 
 
Latest Reading 
The data is retrieved from the 
latest reading 
 
Sum/Avg from History 
The data is retrieved from a 
Sum or Average of the 
History during the previous 
time period.   
For example, in a daily report 
it would use take the Sum or 
Average from the previous 
day. 
 
Note: Some items only have 
one source 
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Selecting the Recipients of a Summary Report 

Click on the user icon. 

Click the + icon to add a recipient to the report 

Click the X icon to remove a recipient from the report 

Click the Back button to go back to the main E-Mail Reports page 

Click the pencil icon to edit a recipient 

Select to: cc: 
or bcc: for the 
recipient 

Select whether the recipient 
should be an E-Mail Address, 
or tied to a User or Group. 

If E-Mail Address is selected, 
type an email address 

Upon selecting User, a 
dropdown box with a list 
of users will appear. 

Upon selecting Group, a 
dropdown box with a list 
of groups will appear. 

If User is selected, select a 
user from the dropdown box 

If Group is selected, select a 
group from the dropdown box 

When finished, 
click Save 

NOTE: If a recipient is tied to a user 
or group the user(s) must have their 
correct e-mail address set in D-WEB 
in order to receive the report)  
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Accessing Report Subscriptions 

2. Click on Report Subscriptions 
in the drop down menu 

Overview of the Report Subscriptions Page  

Click on the user icon 
to select recipients for 
the subscription 

Click on this envelope icon 
to send the report manually 

Click on the X 
icon to remove 
the subscription 

Click on the pencil icon 
to edit the subscription 

Click on the + 
icon to create a 
new subscription 

Click on this envelope 
icon to send a 
preview of the report 

1. Click on the  
D-WEB button 
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Click on the pencil icon to 
edit the subscription 

Click on the + icon to 
create a new subscription 

Creating/Editing a Report Subscription 

When finished, click 
Save to save the report 

* If the selected day is greater than the number of days in a given month, the start date of the report will be on the last 
day of the month.  For example: If the selected day is the 31st, and the month only has 30 days, then the end date of 
the previous report would be the 29th, and the start date of the next report would be the 30th. 

If creating a new subscription, 
select a report to subscribe to 

After selecting a report, 
click Continue 

Select a Station or Station Division for the 
report (depending on the selected report) 

Report Start Day specifies the starting day 
of the report. The example below the 
dropdown box shows what the report date 
range would be, and when it would be sent. 

Select the subscription File Format 

Subscription Frequencies 
Disabled: Subscription will not be sent automatically. 
Monthly*: Subscription will send the report monthly.  The report date range will start on the Report Start Day and go 
through the day before the Report Start Day of the next month.  The report will be sent in the early morning hours, one day 
after the Report Start Day.  History reports will be broken down daily with the month’s totals at the bottom. 

Select a subscription frequency.   
(See Subscription Frequencies below) 

Select additional parameters  
(depending on the selected report) 
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Selecting the Recipients of a Report Subscription 

Click on the user icon. 

Click the + icon to add a recipient to the report 

Click the X icon to remove a recipient from the report 

Click the Back button to go back to 
the main Report Subscriptions page 

Click the pencil icon to edit a recipient 

Select to: cc: 
or bcc: for the 
recipient 

Select whether the recipient 
should be an E-Mail Address, 
or tied to a User or Group. 

If E-Mail Address is selected, 
type an email address 

Upon selecting User, a 
dropdown box with a list 
of users will appear. 

Upon selecting Group, a 
dropdown box with a list 
of groups will appear. 

If User is selected, select a 
user from the dropdown box 

If Group is selected, select a 
group from the dropdown box 

When finished, 
click Save 

NOTE: If a recipient is tied to a user 
or group the user(s) must have their 
correct e-mail address set in D-WEB 
in order to receive the report)  
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